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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
BEFORE THE TRADEMARK TRIAL AND APPEAL BOARD

In re Applicant : Novalyst IT AG
Application Serial No. : 79/104,646

. Smart
Mark : Q OpeniD
Filing Date : August 12, 2011
International Classes : 38 & 42
Trademark Attorney : Martha L. Fromm
Law Office : 106

Commissioner for Trademarks
P.O. Box 1451
Alexandria, VA 22313-1451

BRIEF FOR APPELLANT

The Appellant, Novalyst IT AG, hereby appeals from the Examining Attorney’s
final refusal to register the above-identified mark in an office action dated December 15,
2011, (the “Office Action”) and subsequent final refusal dated July 23, 2012, (the “Final
Action”) in the above-identified application. Appellant respectfully requests that the
Trademark Trial and Appeal Board reverse the Examining Attorney’s decision and allow

Appellant’s Mark.
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STATEMENT OF THE ISSUE(S)

The sole issue to be decided on appeal is whether there is a likelihood of

confusion between Appellant’s mark and the cited registration.
FACTS

Appellant seeks registration on the Principal Register of the mark Smart OpenlD
(& Design) (“Appellant’s Mark™) for “providing user access to a global computer
network; providing user access to computer programmes in data networks; providing
access to the internet; internet service provider services, namely, providing multiple user
bandwidth and dedicated access to the internet to enable electronic access to computer
software, websites, software applications, electronic databases, digital content, and
business computer software applications of others accessible via the internet,” in
International Class 38, and “updating of computer software; updating of websites for
others; design and development of computer software; design and development of
computer systems; computer programming; engineering; design and development of
electronic data security systems; computer services, namely, electronic data storage by
providing data storage facilities; technological services, namely, research in the field of
computer networking hardware, computer security technology and computer datacenter
architecture; technical support services, namely, technical administration of servers for
others and troubleshooting in the nature of diagnosing server problems; computer
security services, namely, restricting access to and by computer networks; design,
development and implementation of software for authenticating digital signatures;
computer services, namely, designing and implementing websites for others,” in

International Class 42.
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The Examining Attorney has refused registration of Appellant’s Mark on the basis
that there is a likelihood of confusion between Appellant’s Mark and U.S. Registration
No. 3,222,861 for OpenlD (the “Registered Mark”) in connection with “computer
software for authentication, identity management, security, information sharing, social
networking, messaging, and personal communications,” in International Class 09.

SUMMARY

The Examining Attorney has refused registration under 15 U.S.C. § 1052(d) and
TMEP §§1207.01 et seq. and has denied Appellant’s request for reconsideration (“RFR”)
on the grounds that there is a likelihood of confusion between Appellant’s Mark and the
Registered Mark. Appellant respectfully asserts that the Examining Attorney’s refusal to
register Appellant’s Mark should be reconsidered and that Appellant’s Mark should
proceed to registration.

ARGUMENT

When comparing marks, the “fundamental inquiry mandated by Section 2(d)
goes to the cumulative effect of differences in the essential characteristics of the goods
and the differences in the marks.” Federated Foods, Inc. v. Fort Howard Paper Co., 544
F.2d 1098, 192 USPQ 24, 29 (CCPA 1976). Appellant asserts that when the essential
characteristics of Appellant’s Mark and the Registered Mark are compared and the
relevant factors from In re E.I. Du Pont DeNemours & Co., 476 F.2d 1357, 177 USPQ
563 (CCPA 1973) are applied, no likelihood of confusion exists between Appellant’s
Mark and the Registered Mark. The lack of likelihood of confusion between Appellant’s
Mark and the Registered Mark is primarily due to two factors: (1) the substantial

differences in the marks; and (2) the relevant consumer base consists of highly
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sophisticated purchasers.
1. When Viewed in Their Entireties, the Marks Are Substantially Dissimilar

The first Du Pont factor to consider in the likelihood of confusion analysis is
“the similarity or dissimilarity of the marks in their entireties as to appearance, sound,
connotation and commercial impression.” Id. at 1361. Appellant’s Mark and the
Registered Mark differ in terms of appearance. The Registered Mark consists of a single
word — OpenID. Appellant’s Mark, on the other hand, consists of two distinct words —
Smart and OpenID. The presence of a common term — OpenlD — in the two marks does
not render the two marks confusingly similar, particularly when the sounds and
appearance of the Marks are taken into consideration. When spoken as a whole, the
marks do not sound the same.

Appellant’s Mark and the Registered Mark also differ tremendously in terms of
appearance. Appellant’s Mark is highly stylized, consisting of a gold computer chip, a red
letter “I”” surrounded by a circular grey arrow, and the wording SMART OPENID on two
lines. Registrant’s Mark, on the other hand, is a standard character mark consisting solely
of the wording “OpenlD.” That Registrant’s Mark is found within Appellant’s Mark does
not render the two marks confusingly similar, particularly when the highly stylized nature
of Appellant’s Mark is taken into consideration.

In addition, the connotation and overall commercial impression of the marks are
different. The addition of the distinctive wording “Smart” to Appellant’s Mark alone is
sufficient to distinguish the two marks in terms of connotation and commercial
impression. In the first Office Action, the Examining Attorney initially required a

disclaimer of the term “Smart” in Appellant’s Mark. Appellant responded with arguments
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supporting Appellant’s position that the term “Smart” is not descriptive as applied to
Appellant’s services. The Examining Attorney agreed with Appellant’s arguments,
finding that “Smart” is not descriptive as applied to Appellant’s services in classes 38 and
42. Thus, the Examining Attorney removed the disclaimer requirement. The appearance
of the term “Smart” in Appellant’s Mark is a significant element that clearly distinguishes
Appellant’s Mark from the Registered Mark.

For at least the reasons stated above, when taken as a whole, the Appellant’s Mark
and the Registered Mark are dissimilar enough in terms of sound, appearance,
connotation, and commercial impression so that there is no likelihood of confusion.

2. Sophisticated Purchasers

As referenced in Appellant’s responses to both Office Actions, Appellant asserts
that the relevant consumer base consists of sophisticated service providers including
software developers and computer security service (i.e., encryption) providers. The
Registrant’s Mark is used for standards. OpenID Foundation (“OIDF”) is a mere
standardization organization, but does not produce any software products. Instead, OIDF
publishes specifications that enable third parties to develop interoperable software
products. See Exhibit A attached hereto for information relating to OpenlD as found at
Wikipedia, which has already been made of record. After all, the OpenID standards
defined by OIDF are directed at software producers, namely the members of OIDF,
which develop OpenlID software, whereas Appellant’s Mark is used in connection with a
technical solution directed at software users, particularly corporate users. Further,
Appellant and Registrant are not competitors.

Where the relevant consumers are sophisticated purchasers, the likelihood of
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confusion with similar marks is remote. See Haydon Switch & Instrument, Inc. v.
Rexnord, Inc., 4 USPQ2d 1510, 1987 WL 26062 (D. Conn. 1987) (Where the parties
produce non-competitive industrial parts for custom-designed assemblies, this “tips the
weight of the evidence decisively” in favor of no likelihood of confusion.
“[S]ophisticated purchases of the products of [the parties] enter the marketplace in search
of specific products for specific industrial purposes. The sophistication of these purchases
makes the likelihood of confusion remote.”); see also Castle Oil Corp. v. Castle Energy
Corp., 26 USPQ2d 1481, 1992 WL 394932 (E.D. Pa. 1992) (No likelihood of confusion
found where buyers are sophisticated professionals in the fields of bulk heating oil and oil
exploration investment. “Where, as here, different goods are sold, even if sold under the
same mark, to different discriminating purchasers, there is no likelihood of confusion.”)
Where the relevant buyer class is composed solely of professional, or commercial
purchasers, it is reasonable to set a higher standard of care than exists for
consumers. Many cases state that where the relevant buyer class is composed of
professionals or commercial buyers familiar with the field, they are sophisticated
enough not to be confused by trademarks that are closely similar. That is, it is
assumed that such professional buyers are less likely to be confused than the
ordinary consumer.
J. Thomas McCarthy, McCarthy on Trademarks and Unfair Competition, §23:101 (4th
ed. 2004); see also Ford Motor Co. v. Summit Motor Products, Inc., 930 F.2d 277, 293,
18 USPQ 1417 (3d Cir. 1991) (“Professional buyers, or consumers of very expensive
goods, will be held to a higher standard of care.”); Perini Corp. v. Perini Constr., Inc.,
915 F.2d 121, 128, 16 USPQ2d 1289 (4th Cir. 1990) (“[I]n a market with extremely

sophisticated buyers, the likelihood of consumer confusion cannot be presumed on the

basis of the similarity in trade name alone.”))
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Additionally, the record is devoid of any evidence that would indicate that the
same, sophisticated audience has been — or is likely to be — confused as between
Appellant’s Mark and the Registered Mark, the Registrant has not objected to Appellant’s
use of Mark. As Appellant noted in the RFR filed on January 23, 2013, Appellant has
used its Mark, including without limitation, in presentations to the relevant, sophisticated
consumer group at IIW, a conference organized in connection with the Identity Commons
group, which includes Registrant. RFR, p. 3. Even though Appellant’s Mark must have
been known to Registrant, Appellant has not received any objection from Registrant
regarding Appellant’s Mark.

3. Conclusion

For the reasons set forth hereinabove, Appellant submits that there is no
likelihood of confusion between its Mark and the Registered Mark. Accordingly,
Appellant’s Mark is entitled to registration and should be allowed. The Board is
therefore respectfully requested to reverse the Examining Attorney’s decision refusing

registration of Appellant’s Mark.

Respectfully submitted,

Date: April 15,2013 :2 w z [‘ ‘

Dyan M House

CARTER STAFFORD ARNETT
HAMADA & MOCKLER, PLLC
8150 N. Central Expy.

Suite 1950

Dallas, TX 75206
dhouse@carterstafford.com
(214) 550-5081 Telephone
(214) 550-8185 Fax

ATTORNEYS FOR APPELLANT
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From Wikipedia, the free encyclopedia

OpenlD is an open standard that describes how users can be authenticated
in a decentralized manner, eliminating the need for services to provide their

own ad hoc systems and allowing users to consolidate their digital O ID
identities.[!] Users may create accounts with their preferred OpenID pen
identity providers, and then use those accounts as the basis for signing on to
any website which accepts OpenlD authentication. The OpenlD standard
provides a framework for the communication that must take place between

The OpenlD logo

the identity provider and the OpenID acceptor (the ‘relying party’).I2] An extension to the standard (the OpenID
Attribute Exchange) facilitates the transfer of user attributes, such as name and gender, from the OpenlD
identity provider to the relying party (each relying party may request a different set of attributes, depending on

its requirements).m

The OpenlD protocol does not rely on a central authority to authenticate a user's identity. Moreover, neither
services nor the OpenID standard may mandate a specific means by which to authenticate users, allowing for
approaches ranging from the common (such as passwords) to the novel (such as smart cards or biometrics).

The term OpenID may also refer to an identifier as specified in the OpenlD standard; these identifiers take the
form of a unique URI, and are managed by some 'OpenID provider' that handles authentication.!']

OpenlD authentication is now used and provided by several large websites. Providers include Google,[4]
Yahoo!, PayPal, BBC,[S] AOL, LiveJournal, MySpace, IBM, Steam,[6] Sherdog, Orange and
VeriSign [HI7181]

Contents

1 Technical overview
= ].1 Logging in
= 1.2 Identifiers
= 2 Adoption
= 3 OpenlD Foundation
= 3.1 People
= 3.2 Legal issues
= 4 Security
= 4.1 Authentication bugs
= 4.2 Phishing
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6 OpenlD vs. pseudo-authentication using OAuth
7 See also
8 References
9 External links
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Technical overview EXHIBIT A (79/104,646)

An end-user is the entity that wants to assert a particular identity. A relying party (RP) is a web site or
application that wants to verify the end-user's identifier. Other terms for this party include "service provider" or
the now obsolete "consumer". An identity provider, or OpenID provider (OP) is a service that specializes in
registering OpenID URLs or XRIs. OpenID enables an end-user to communicate with a relying party. This
communication is done through the exchange of an identifier or OpenID, which is the URL or XRI chosen by
the end-user to name the end-user's identity. An Identity provider provides the OpenlD authentication (and
possibly other identity services). The exchange is enabled by a User-agent, which is the program (such as a
browser) used by the end-user to communicate with the relying party and OpenlD provider.

Logging in

The end-user interacts with a relying party (such as a website) that provides an option to specify an OpenID for
the purposes of authentication; an end-user typically has previously registered an OpenlD (e.g.

alice.openid.example.org) with an OpenlD provider (e.g. openid.example. org).[l]

The relying party typically transforms the OpenlD into a canonical URL form (e.g.
http://alice.openid.example.org/).

= With OpenID 1.0, the relying party then requests the HTML resource identified by the URL and reads an
HTML link tag to discover the OpenlD provider's URL (e.g. http://openid.example.org/openid-
auth.php). The relying party also discovers whether to use a delegated identity (see below).

= With OpenlD 2.0, the relying party discovers the OpenlD provider URL by requesting the XRDS
document (also called the Yadis document) with the content type application/xrds+xml; this document
may be available at the target URL and is always available for a target XRI.

There are two modes in which the relying party may communicate with the OpenlID provider:

® checkid immediate, in which the relying party requests that the OpenID provider not interact with the
end-user. All communication is relayed through the end-user's user-agent without explicitly notifying the
end-user.

® checkid setup, in which the end-user communicates with the OpenID provider via the same user-agent
used to access the relying party.

The checkid_immediate mode can fall back to the checkid setup mode if the operation cannot be automated.

First, the relying party and the OpenlID provider (optionally) establish a shared secret, referenced by an
associate handle, which the relying party then stores. If using the checkid_setup mode, the relying party
redirects the user's user-agent to the OpenlD provider so the end-user can authenticate directly with the OpenID
provider.

The method of authentication may vary, but typically, an OpenlD provider prompts the end-user for a password
or an InfoCard, and then asks whether the end-user trusts the relying party to receive the necessary identity
details.

If the end-user declines the OpenlD provider's request to trust the relying party, then the user-agent is redirected
back to the relying party with a message indicating that authentication was rejected; the relying party in turn
refuses to authenticate the end-user.
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If the end-user accepts the OpenID provider'slidddB k¥ thu€T M @dLprh@)party, then the user-agent is redirected
back to the relying party along with the end-user's credentials. That relying party must then confirm that the
credentials really came from the OpenlD provider. If the relying party and OpenlD provider had previously
established a shared secret, then the relying party can validate the identity of the OpenlID provider by comparing
its copy of the shared secret against the one received along with the end-user's credentials; such a relying party
is called stateful because it stores the shared secret between sessions. In contrast, a stateless or dumb relying
party must make one more background request (check_authentication) to ensure that the data indeed came
from the OpenlID provider.

After the OpenlID has been verified, authentication is considered successful and the end-user is considered
logged in to the relying party under the identity specified by the given OpenlD (e.g.
alice.openid.example.org). The relying party typically then stores the end-user's OpenID along with the end-
user's other session information.

Identifiers

To obtain an OpenlD-enabled URL that can be used to log into OpenID-enabled websites, a user needs to
register an OpenlD identifier with an identity provider. Identity providers offer the ability to register a URL
(typically a third-level domain, e.g. username.example.com) that will automatically be configured with OpenID
authentication service.

Once they have registered an OpenlD, a user can also use an existing URL under their own control (such as a
blog or home page) as an alias or "delegated identity". They simply insert the appropriate OpenlD tags in the

HTMLUO1 or serve a Yadis document.[!!]

Starting with OpenID Authentication 2.0 (and some 1.1 implementations), there are two types of identifiers that
can be used with OpenID: URLs and XRIs.

XRIs are a new form of Internet identifier designed specifically for cross-domain digital identity. For example,
XRIs come in two forms—i-names and i-numbers —that are usually registered simultaneously as synonyms. I-
names are reassignable (like domain names), while i-numbers are never reassigned. When an XRI i-name is
used as an OpenlID identifier, it is immediately resolved to the synonymous i-number (the CanonicalID element
of the XRDS document). This i-number is the OpenlD identifier stored by the relying party. In this way, both
the user and the relying party are protected from the user's OpenlD identity ever being taken over by another
party as can happen with a URL based on a reassignable DNS name.

Adoption

As of December 2009, there are over 1 billion OpenlID enabled accounts on the Internet (see below) and
approximately 9 million sites have integrated OpenID consumer support.[lz]

OpenlD Foundation

The OpenlD Foundation (http://openid.net/foundation) is a 501(c)(3) non-profit organization incorporated in the
United States. The OpenlD Foundation was formed to help manage copyright, trademarks, marketing efforts
and other activities related to the success of the OpenID community.
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People EXHIBIT A (79/104,646)

The OpenlD Foundation's board of directors has eight community members and seven corporate members:[ 13

Community Members Corporate Members
= John Bradley (Independent) = Facebook - David Recordon
= Mike Jones (Microsoft) = Google - Eric Sachs
= Brian Kissel (JanRain) = Microsoft - Anthony Nadalin
= Chris Messina (Google) = PayPal - Farhang Kassaei
= Axel Nennker (Deutsche Telekom) = Ping Identity - Pamela Dingle
= Nat Sakimura (Nomura Research Institute) = Symantec - Nico Popp
= Allen Tom (Yahoo!) = Yahoo! - Raj Mata
= Kick Willemse (Evidos)

Legal issues

The OpenlID trademark in the United States was assigned to the OpenID Foundation in March 2008.14] It had
been registered by NetMesh Inc. before the OpenlD Foundation was operational.[ls][m] In Europe, as of August
31,2007, the OpenID trademark is registered to the OpenID Europe Foundation.[!”]

The OpenlD logo was designed by Randy "ydnar" Reddig, who in 2005 had expressed plans to transfer the
rights to an OpenlD organization.[lg]

Since the original announcement of OpenlD, the official site has stated:

Nobody should own this. Nobody's planning on making any money from this. The goal is to release
every part of this under the most liberal licenses possible, so there's no money or licensing or
registering required to play. It benefits the community as a whole if something like this exists, and

we're all a part of the community.
__[19]

Sun Microsystems, VeriSign and a number of smaller companies involved in OpenlD have issued patent non-
assertion covenants covering OpenlD 1.1 specifications. The covenants state that the companies will not assert
any of their patents against OpenID implementations and will revoke their promises from anyone who threatens,

or asserts, patents against OpenlD implementors.[zol[m]

Security
Authentication bugs

In March, 2012, a research paper [22] reported two generic security issues in OpenlD. Both issues allow an
attacker to sign into a victim's relying party accounts. For the first issue, OpenlD and Google (an Identity
Provider of OpenlD) both published security advisories to address it.[231124] Google's advisory says "An attacker

could forge an OpenlD request that doesn’t ask for the user’s email address, and then insert an unsigned email
address into the IDPs response. If the attacker relays this response to a website that doesn’t notice that this
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attribute is unsigned, the website may be tricdeX 8 Idging MeQdtdckée) in to any local account.". The research
paper claims that many popular websites have been confirmed vulnerable, including Yahoo! Mail,
smartsheet.com, zoho.com, manymoon.com, diigo.com. The researchers have notified the affected parties, who
have then fixed their vulnerable code. For the second issue, the paper called it "Data Type Confusion Logic
Flaw", which also allows attacker to sign into victim's RP accounts. Google and PayPal are confirmed
vulnerable. OpenlD published a vulnerability report[zs] on the flaw. It says Google and PayPal have applied
fixes, and suggest other OpenID vendors to check their implementations.

Phishing

Some observers have suggested that OpenID has security weaknesses and may prove vulnerable to phishing

attacks.[261(271128] For example, a malicious relying party may forward the end-user to a bogus identity provider
authentication page asking that end-user to input their credentials. On completion of this, the malicious party
(who 1n this case also control the bogus authentication page) could then have access to the end-user's account
with the identity provider, and as such then use that end-user’s OpenlD to log into other services.

In an attempt to combat possible phishing attacks some OpenID providers mandate that the end-user needs to be

authenticated with them prior to an attempt to authenticate with the relying party.?°! This relies on the end-user
knowing the policy of the identity provider. In December 2008, the OpenID Foundation approved version 1.0 of
the Provider Authentication Policy Extension (PAPE), which "enables Relying Parties to request that OpenID
Providers employ specified authentication policies when authenticating users and for OpenlD Providers to

inform the Relying Parties which policies were actually used."30]

Other security issues identified with OpenlD involve lack of privacy and failure to address the trust problem.B]]

Another important vulnerability is present in the last step in the authentication scheme: the redirect-URL from
the Identity Provider to the Relying Party. The problem with this redirect is the fact that anyone who can obtain
this URL (e.g. by sniffing the wire) can replay it and get logged into the site as the victim user. Some of the
Identity Providers use nonces (number used once) to allow a user to log into the site once and fail all the
consecutive attempts. The nonce solution works if the user is the first one to use the URL. However a fast
attacker who is sniffing the wire can obtain the URL and immediately reset a user's TCP connection (as an
attacker is sniffing the wire and knows the required TCP sequence numbers) and then execute the replay attack
as described above. Thus nonces only protect against passive attackers but cannot prevent active attackers from

executing the replay attack 32!

History

The original OpenID authentication protocol was developed in May 20051331 by Brad Fitzpatrick, creator of
popular community website LiveJournal, while working at Six Apart.[34] Initially referred to as Yadis (an
acronym for "Yet another distributed identity system"),[35 1'it was named OpenlID after the openid.net domain

name was given to Six Apart to use for the project.[36] OpenlD support was soon implemented on LiveJournal
and fellow LiveJournal engine community DeadJournal for blog post comments and quickly gained attention in

the digital identity community.[37][38] Web developer JanRain was an early supporter of OpenlD, providing
OpenlD software libraries and expanding its business around OpenlD-based services.

In late June, discussions started between OpenlD users and developers from enterprise software company
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NetMesh, leading to collaboration on interopdr28illt 156t €ZQ (D PdnrdPtand NetMesh's similar Light-Weight
Identity (LID) protocol. The direct result of the collaboration was the Yadis discovery protocol, adopting the

name originally used for OpenID. The new Yadis was announced on October 24, 2005.13%1 After a discussion at
the 2005 Internet Identity Workshop (http://iiw.idcommons.net) a few days later, XRI/i-names developers
joined the Yadis project,[*?] contributing their Extensible Resource Descriptor Sequence (XRDS) format for

utilization in the protocol.[41]
In December, developers at Sxip Identity began discussions with the OpenID/Yadis community[42] after
announcing a shift in the development of version 2.0 of its Simple Extensible Identity Protocol (SXIP) to URL-

based identities like LID and OpenID.!*3] In March 2006, JanRain developed a Simple Registration (SREG)

extension for OpenID enabling primitive profile-exchangel** and in April submitted a proposal to formalize
extensions to OpenlD. The same month, work had also begun on incorporating full XRI support into
OpenID.[45] Around early May, key OpenlID developer David Recordon left Six Apart, joining VeriSign to
focus more on digital identity and guidance for the OpenlD Spec.[38][46] By early June, the major differences
between the SXIP 2.0 and OpenlD projects were resolved with the agreement to support multiple personas in
OpenlD by submission of an identity provider URL rather than a full identity URL. With this, as well as the
addition of extensions and XRI support underway, OpenlD was evolving into a full-fledged digital identity
framework, with Recordon proclaiming "We see OpenlD as being an umbrella for the framework that
encompasses the layers for identifiers, discovery, authentication and a messaging services layer that sits atop
and this entire thing has sort of been dubbed 'OpenID 2.0'.1471 " In late July, Sxip began to merge its Digital
Identity Exchange (DIX) protocol into OpenlD, submitting initial drafts of the OpenlID Attribute Exchange
(AX) extension in August. Late in 2006, a ZDNet opinion piece made the case for OpenlD to users, web site

operators and entrepreneurs. 48]

On January 31, 2007, Symantec announced support for OpenlD in its Identity Initiative products and

services.[*?] A week later, on February 6 Microsoft made a joint announcement with JanRain, Sxip, and
VeriSign to collaborate on interoperability between OpenID and Microsoft's Windows CardSpace digital
identity platform, with particular focus on developing a phishing-resistant authentication solution for OpenlID.
As part of the collaboration, Microsoft pledged to support OpenlD in its future identity server products and
JanRain, Sxip, and VeriSign pledged to add support for Microsoft's Information Card profile to their future

identity solutions.%) In mid-February, AOL announced that an experimental OpenID provider service was
functional for all AOL and AOL Instant Messenger (AIM) accounts.>!]

In May, Sun Microsystems began working with the OpenID community, announcing an OpenID program,>?] as
well as entering a non-assertion covenant with the OpenID community, pledging not to assert any of its patents

against implementations of OpenID.[20] In June, OpenlD leadership formed the OpenlD Foundation, an
Oregon-based public benefit corporation for managing the OpenlID brand and property.[13] The same month, an

independent OpenlD Europe Foundation was formed in Belgium[5 3] by Snorri Giorgetti. By early December,
non-assertion agreements were collected by the major contributors to the protocol and the final OpenlD

Authentication 2.0 and OpenlID Attribute Exchange 1.0 specifications were ratified on December 5 [54]

In mid-January 2008, Yahoo! announced initial OpenID 2.0 support, both as a provider and as a relying party,
releasing the provider service by the end of the month.>! In early February, Google, IBM, Microsoft, VeriSign

and Yahoo! joined the OpenID Foundation as corporate board members.> 61 Around early May, SourceForge,
Inc. introduced OpenlD provider and relying party support to leading open source software development
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website SourceForge net.5 In late July, pop@MH &ﬁlgﬁgér@ﬂ;@MySpace announced support for
OpenID as a provider.>8 In late October, Google launched support as an OpenID provider and Microsoft

announced that Windows Live ID would support OpenID.[Sg] In November, JanRain announced a free hosted
service, RPX Basic, that allows websites to begin accepting OpenlDs for registration and login without having
to install, integrate and configure the OpenID open source libraries.[60]

In January 2009, PayPal joined the OpenID Foundation as a corporate member, followed shortly by Facebook
in February. The OpenID Foundation formed an executive committee and appointed Don Thibeau as executive
director. In March, MySpace launched their previously announced OpenlD provider service, enabling all
MySpace users to use their MySpace URL as an OpenlID. In May, Facebook launched their relying party

functionality,[61][62] letting users use an automatic login-enabled OpenlD account (e.g. Google) to log into
Facebook.[63]

OpenlD vs. pseudo-authentication using OAuth

The following drawing highlights the differences between using OpenID vs. OAuth for authentication. Note that
with OpenlD, the process starts by the application asking the user for their identity (typically an openid URI),
whereas in the case of OAuth, the application directly request a limited access OAuth Token (valet key) to
access the APIs (enter the house) on user's behalf. If the user can grant that access, the application can retrieve
the unique identifier for establishing the profile (identity) using the APIs.
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